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POTENTIAL INSURANCE COVERAGE ISSUES
RESULTING FROM A CYBER BREACH
By: Luma Al-Shibib*

The frequency, scale, and sophistication of cybersecurity
breaches continues to escalate. In the COVID-19 era, new
cybersecurity threats have emerged as a result of the
workforce shifting primarily to remote work from
potentially more vulnerable home computer systems.
In light of the ongoing and evolving threat of cybersecurity
breaches, it is important for companies to be aware of the
potential insurance coverage issues that may arise when
seeking coverage under cyber insurance liability programs
for a cybersecurity incident.

Typical Cyber Insurance Coverages
Although coverage is likely to differ from policy to policy,
cyber insurance policies typically include coverage for the
following types of losses:
1) Forensic Investigation of Cyber Incident – the costs
incurred to hire expert consultants to determine the cause
and extent of the breach.
2) Restoration of Digital Assets and Computer System –
the costs to restore or replace lost digital assets and restore
the capacity or functionality of the Computer System to its
pre-breach level.
3) Cyber Extortion – ransomware paid to cyber attackers
to stop an attack or return access to a company’s system or
stolen information.
4) Business Interruption Losses – lost profits resulting
from the inoperability of the Computer System because of a
cyber incident.
5) Event Management – the costs to notify third parties
that their information may have been compromised by a
cyber incident and related costs for credit/identity
monitoring.
6) Privacy Liability – the costs to defend against a
consumer class action or other third-party liability resulting
from the cyber incident.
7) Regulatory Fines and Penalties – legal fees, fines, and
penalties incurred as a result of a regulatory investigation
for violation of privacy laws.

Potential Coverage Issues
Policyholders who are aware of the limitations to coverage
under cyber insurance policies will be better equipped to

navigate the claims adjustment process should they be faced
with cyber-related losses. Because each policy is different
it is important to review your individual policy and
understand its coverages and exclusions.
1.

Insurance Companies Typically Argue that
“Upgrades” and “New Functionality” Are Not
Covered

Generally, cyber policies cover the costs to restore your
digital assets and the capacity or functionality of your
Computer System to pre-breach levels. Insurance
companies typically take the position that they will only
cover the costs to repair or replace that which you had
before.
Because cyberattacks often are continuing in nature and
compromise the integrity of a Computer System, a
policyholder may require additional cybersecurity programs
or devices beyond those which it had before a cyber
incident to regain and restore the integrity of its system.
Arguably such costs should be covered under policies that
insure restoration of system functionality to pre-breach
levels. Policyholders, however, are likely to face resistance
from cyber insurers who will attempt to characterize such
costs as “betterments,” “upgrades,” or “new functionality”
so that they can discount those costs as uncovered. Disputes
over whether costs constitute uncovered upgrades can
become costly and may require experts to opine on the
necessity of each challenged cost. To avoid protracted
claims adjustment processes and potential litigation,
policyholders are advised to assess their cybersecurity
systems, controls, and policies before experiencing a cyber
incident in order to identify and remediate any system
vulnerabilities.
2.

Coverage to Restore Computer Systems May Be
Limited

Coverage for restoration of a “Computer System” can be
broadly defined to include hardware and software,
electronic data, firmware, and system devices and
peripherals. Some policies, however, define “Computer
System” more narrowly, potentially limiting coverage. For
example, some policies do not include hardware in their
definition of “Computer System,” or limit coverage to
hardware owned by the policyholder. In light of the
increase in remote working, much of which involves the use
of personal employee-owned devices, it is particularly
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important to understand what your cyber policy covers and
whether it limits or excludes coverage for computer
hardware that is not owned by the company.
3.

or more policies cover the same type of risk during the same
period of time1. Cyber-related claims made under cyber,
first-party property, and D&O policies, arguably may cover
different risks during different time periods, thereby
foreclosing a cyber insurer’s ability to invoke the other
insurance provision to reduce or limit its liability.

Business Interruption Losses Susceptible to Attack
Based on Causation and Methodology

Generally, cyber policies will offer coverage for business
interruption (“B.I.”) loses sustained during the period of
interruption caused by a cyber incident. Usually, such
coverage is limited to a certain period of time, such as no
more than 30 or 60 days from the date of the incident, even
though it may take longer to restore the operability of the
Computer System.

5.

For claims made under a cyber liability policy tower
comprised of primary and excess policies, excess insurance
companies may seek to limit their exposure by arguing that
their excess policies have not be triggered because the
underlying insurance policy limits have not been properly
exhausted through the payment of covered claims. Under
this “improper” exhaustion argument, excess insurance
companies argue that the primary or underlying insurers
wrongly paid certain uncovered costs that they should not
have paid. For example, an excess insurance company may
argue that the primary insurance company wrongly paid
50% of underlying policy limits towards uncovered
upgrades. Because those costs allegedly were not covered
under the policy, the excess insurance company will argue
that the underlying policy limits were never exhausted and
therefore the excess policy was never triggered.

B.I. claims made under cyber liability policies are
susceptible to challenge regarding causation and
methodology. Often cyber policies will require the
submission of a proof of loss quantifying the types and
amounts of losses claimed. In preparing the B.I. component
of the proof of loss, it is important to ensure both that the
quantification of B.I. losses is calculated using a
methodology that is generally accepted within the
applicable industry and that a causal connection can be
shown between the losses claimed and the cyber incident.
4.

Excess Insurance Issues: “Improper” Exhaustion

Other Insurance Coverage Issues

In general, courts have held that excess insurance
companies are not bound by the coverage determinations of
underlying insurers and may make their own determination
as to whether a claim is covered under their excess policies.
The weight of authority, however, holds that an excess
insurer cannot “second-guess” or relitigate the claims
adjustment processes and payment decisions made by
underlying insurers in the absence of fraud or bad faith or an
express provision in the excess policy reserving the excess
insurance company’s right to payments made by underlying
insurers2. Thus, an excess insurer should not be able to
avoid or limit its liability under an excess cyber policy by
arguing that the underlying cyber insurer paid certain costs
that it should not have paid and that those costs should not
be counted towards exhaustion of the underlying policy
limits.

Other types of insurance policies may provide coverage for
particular types of losses resulting from a cyber incident.
For example, first party property policies may provide
business interruption coverage that may supplement the BI
coverage provided under a cyber policy. Additionally, first
party property policies may offer coverage for damaged
hardware, which may fill the gap in coverage where a cyber
policy excludes or limits coverage for hardware
replacement. Directors and officers (“D&O”) liability
policies that do not specifically exclude cyber-related claims
may provide coverage for claims of wrongdoing against the
company or its directors and officers arising from a cyber
incident – such as the failure to disclose cyber
vulnerabilities or the extent of a cyber breach to
shareholders. Accordingly, in the wake of a cyber incident,
policyholders should review all their insurance policies and
provide notice under all policies that could potentially
provide coverage for possible cyber-related losses.

Conclusion
Every cyber liability policy and cyber claim is different. A
policyholder can best protect its interests by ensuring that it
has adequate cybersecurity controls in place before
experiencing a cyber incident and by reading and
understanding the coverages provided under its cyber
insurance policies. Consultation with a professional broker
or coverage counsel may assist in understanding what your
cyber policy does and does not cover and offer tangible
advice on how to maximize potential coverage.

Where other types of policies do exist, cyber insurance
companies may attempt to avoid or limit their exposure by
invoking “other insurance” provisions in cyber liability
policies to argue that a different policy must respond to the
claimed losses first. The purpose of “other insurance”
clauses is to prevent over-insurance and double recovery
under different insurance policies. Notably, however,
“other insurance” provisions are triggered only where two
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