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From the Publishers
Dear Readers,
When we started Enforce, the insurance policy
enforcement journal, more than a decade ago,
American business was operating in a simpler time.
This issue of Enforce deals with issues that were not
even imagined on our navigation screens a decade
ago. (Come to think of it, did we have navigation
screens in our vehicles 10 years ago?)

DAVID E. WOOD AND DAVID P. BENDER JR.

So much has changed for business owners and operators. And protecting the assets of those businesses
has never been more complicated. Take data breaches and cyber liability policies for example. Not a
week goes by without the announcement that there’s been a hack into the data of a major corporation
or government agency. The hackers always seem to be a step ahead of the game. Business owners
are deeply concerned about data breaches but fewer than half of them have plans to dedicate more
resources to protecting what they own. Furthermore, determining the appropriate cyber liability policy
is challenging because the field is so new that the rules are being written at the same time as the policies
are written. It is more important than ever for business owners to consult with insurance professionals
to ensure that coverage protects as much as possible under current law.
Climate change was a quieter issue a decade ago. Now it’s on the lips of every politician. Lawsuits related
to damages caused by climate change are climbing, but policies written as recently as a few years ago do
not begin to address the issue, thereby exposing the business owner. It is another sign of the times and
another case in which a review of current policies is in order.
As always, we hope Enforce, the undisputed leader in the scholarship of insurance recovery, remains
a valuable resource to our clients and friends. You deal with an always-changing landscape and new
challenges to the health of American business. We endeavor to be your partner in this interesting, and
urgent, endeavor.
Sincerely,
David E. Wood		
dwood@andersonkill.com

David P. Bender Jr.
dbender@andersonkill.com
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• C OV E R S T ORY •

Cyber Claims
Insurance Protection
is Tricky Business
By David E. Wood and Joshua Gold

W

hile the risks posed by data breaches are by now
widely recognized, effective management of
the risk is lagging. Statistics from PwC’s 2015
Global State of Information Security Survey indicate
that concern about data breaches is up, yet half of all
businesses have no plans to dedicate more resources
to avert these perils. The purchase of dedicated
cyber insurance products appears to be on the rise,
but according to a new study from the Ponemon
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Institute many in the insurance brokerage community indicate that the marketplace is not yet as robust
as one would expect given the staggering scope of
recent data breaches and the ensuing headlines.1
Figuring out what kind of insurance is needed to
respond effectively to cyber claims is challenging. For
example, a recent decision from a federal court in
Utah ruled that a Travelers CyberFirst liability insur-

ance policy (marketed by Travelers as “a flexible approach to meet many of the specialty insurance needs
of today’s innovative technology companies”)2 did
not cover a claim involving a corporate policyholder’s
alleged failure to return stored data for a client. The
trial court ruled that the policyholder was not entitled
to a defense under the cyber liability insurance policy
against a client lawsuit specifically alleging misconduct in the handling of data entrusted to the policyholder — a risk the policyholder likely thought it
was buying insurance for. Travelers Property Casualty
Company of America et al. v. Federal Recovery Services
et al.3 The court not only found that the loss was outside the coverage of the policy, it held that there was
no possibility whatsoever of coverage being triggered
by the client’s claim. In short, given this court’s ruling,
there was a complete disconnect between the allegations of the complaint and the language of the policy,
indicating that the policyholder’s attempt to insure
its cyber liability exposure by purchasing Travelers
CyberFirst had been an utter failure.
Recent history teaches us further that the losses occasioned by cyber security breaches are not always
predictable. The Sony Pictures breach is a prime example, as it imperiled or implicated in one fell swoop
proprietary and intellectual property, employee
personal information, sensitive management communications, reputation/goodwill, extortion, threats
of bodily injury and business income.4 Now that
hackers are extending the playing field of targeted
data beyond the familiar categories of customer
1. According to the April 2015 Global Cyber Impact Report sponsored
by Aon Risk Services and conducted by Ponemon Institute LLC
(“Aon-Ponemon Study”): “Despite the cyber risk, only 19 percent
of respondents say their companies currently have cyber insurance
coverage with an average limit of $13 million.” Id. at 11
2. See https://www.travelers.com/business-insurance/cyber-security/
technology/cyber-first.aspx.
3. No. 2:14 CV 170 TS (D.Utah), Memorandum Decision and Order Denying
Defendants’ Motion for Partial Summary Judgment, dated May 11, 2015.
See also Joshua Gold, Beware of Holes in Your Cyber Insurance Policies,
Agents of America, May 27, 2015.
4. See http://www.wsj.com/articles/how-the-sony-data-breach-signals-aparadigm-shift-in-cybersecurity-1423540851
5. For example, it was noted in Sony Employees’ Data Breach Class Action to
Proceed; Some Claims Dismissed, Mealey’s Cyber Tech & E-Commerce,
June 18, 2015, that the Sony Pictures hack involved, among other
things, “Guardians of Peace (GOP) [taking] control of Sony’s network,
displaying messages and a skeleton image. GOP also seized control of
various Twitter accounts for Sony movies. Since then, GOP has made
well-publicized releases of information related to various Sony movies
and celebrities affiliated with the firm.” Sony employees are suing,
claiming that better security, firewalls and encryption technology

credit card numbers, addresses and health-related
data, risk managers need to reprioritize certain protections5 (including insurance protection) that used
to be lower down on the shopping list. For example,
reputational and business income coverage becomes
more important in hacks like that which targeted
Sony Pictures.
Another example of the expanding risk involved a
recent cyber attack on a European airline’s ground
operations system that halted certain flight operations.6 Doubtless, this hack caused business interruption losses for the airline.
Further widening the scope of cyber claims, D&O
insurance came into the picture last year after data
breaches spurred derivative lawsuits against company directors and officers.7 While cyber insurance products are finally registering on the radar of
senior corporate executives, D&O insurance policies
remain nearest and dearest to directors’ and officers’
hearts. It is therefore essential that D&O insurance
responds to suits targeting company managers and
directors that have their genesis in data breaches.8
Purchasing adequate insurance coverage for technology-related insurance claims is challenging, as
products lack uniformity and the claims history is
thin. Following the 10 tips below will improve the
chances of recovery from stand-alone cyber and
D&O insurance policies.

Continued next page

should have been applied to minimize the risk of a hack. Accordingly,
it is clear that the Sony Pictures hack implicates serious concerns
beyond just the usual exposures involving health information, customer
payment information and class action suits over credit monitoring.
Good will, employee communications and business proprietary
information are also vulnerable and often targeted.
6. Hackers ground 1,400 passengers in attack on Polish airline LOT, AFP
World News, June 22, 2015.
7. See Joshua Gold, D&O Insurance for Data Breaches, Risk Management,
April 2, 2014; Young Ha, Executives Examine D&O Claim Trends, Cyber
Exposure, Insurance Journal, March 6, 2015. (reporting that “As a source
of losses, or a type of D&O loss, [cyber perils are] obviously a new thing,
and getting a tremendous amount of attention. The SEC has commented
with increasing frequency about the need for directors to make sure that
the company is prepared for attacks on their data.”).
8. See Chip Phinney, Data Security Breach Documents Sought in Home
Depot Books-And-Records Suit, Mondaq Business Briefing, June 22, 2015
(noting that “Home Depot was recently hit with a books-and-records
suit in the Delaware Court of Chancery . . . relating to the giant retailer’s
data security breach last September” and that such actions are often
precursors to derivative lawsuits).

VOLUME 13 | ISSUE 1

5

1. Pursue Clarity

Buy an insurance policy that you can actually understand. Unfortunately, many cyber insurance policies
are virtually incomprehensible. Since there is not a
lot of uniformity of product in the marketplace right
now, many policies are confusing and densely written, making it hard to determine the scope of actual
protection provided. Also, comparison shop with a
good insurance broker at your side to help you find
the best forms.9
Once you have a good, comprehensible form to work
with, the insurance company will often endorse it
to provide protection that is better tailored to your
needs if you know what to ask for. Choose a broker
with a lot of experience with cyber insurance products to assist in this process.

2. Cover the Evolving Risk

Continuously monitor trends in computer hacks and
data breaches. Remember that data breaches can still
occur the old fashioned way through theft of sensitive hard-copy documents, as well as in cutting-edge
ways not currently imagined.10 Your insurance policy
needs to match the underlying exposure.

3. Cover Time-Element Losses

Business income coverage and reputational damage
coverage take on added importance in the wake of
recent hacking events.11 While a slew of insurance
companies have offered cyber coverage for business
income losses and reputational damage for several
years, that coverage was not nearly as coveted as class
action privacy litigation coverage, breach notification
9. Robert A. Bregman, Cyber & Privacy Insurance Coverage Made Simple(r),
IRMI Webinar, September 25, 2014 (explaining that “Unfortunately,
the insurance policies written to cover cyber & privacy exposures are
anything but simple. Adding to the confusion is the fact that insurers’
forms lack standardization, which makes it especially difficult to
compare the various programs”).
10. S ee Aon-Ponemon Study, at 13–15 (surveying risk trends, exposures and
cyber insurance).
11. S ee John B. Dickson, 6 Ways the Sony Hack Changes Everything, Dark
Reading, Mar. 11, 2015 (noting that “Sony Pictures experienced what
many are calling the most devastating cyber attack to date, disrupting
a movie release, knocking its corporate systems offline for weeks,
threatening its distribution channels with terroristic threats of mass
violence, and ultimately costing [a senior executive] her job”).
12. S ee Aon-Ponemon Study at 14, (finding that 25 percent of policyholders
indicated their cyber coverage insured “revenue losses” and 15 percent
indicated that their coverage provided protection against “brand
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costs or regulatory proceedings coverage.12 Now, the
reality that a breach can imperil the very core of the
policyholder’s ability to continue business operations
takes on much greater import for risk management
objectives. As such, consider insurance coverage that
pays time-element claims resulting from reputational
damage and business interruptions, including ones
that partially interfere with business income.13

4. Seek Retroactive Dates

Push for retroactive coverage whenever possible.
Many insurance companies want to provide insurance protection only from the date that the first
policy they sold you incepts. The problem is that
some cyber threats occur well before the policyholder actually learns of them. Computer forensic
specialists will tell you that computer hackers can
intrude into a computer system weeks, months, and
even years before the policyholder becomes aware
of the threat. You can avoid disputes by negotiating
with your insurance company for a retro date that
pre-dates policy inception.14
If you purchase insurance coverage with a retroactive
date that pre-dates the policy period, your cyber insurance company may ask you to provide a warranty letter.15 If you provide one, make sure it is carefully written
and ensure that you do your due diligence in reaching
out to other departments and employees within the
company to ensure that your representations are fair.
Policyholders can expect that any statement warranted or otherwise set forth to the insurance company
will be scrutinized by the insurance company should
an insurance claim ensue after the letter. As such,
damage.” Compare that to 52 percent of policyholders indicating they
purchased coverage for “defense costs,” 71 percent purchased coverage
for “forensics and investigative costs,” and 43 percent purchased
coverage for “third-party liability”).
13. See Joyce Famakinwa, Cyber business interruption tool calculates
foreseeable losses, Business Insurance, June 2, 2015 (reporting on
insurance industry offered calculator and coverage tool for projecting
“maximum foreseeable loss to business income at multiple key locations
in the case of a cyber attack”).
14. Claims-made policies seem to be favored by the insurance industry in
the context of cyber liability coverage. See Richard S. Betterley & Sandy
Hauserman, Cyber Endorsements for Traditional Insurance Policies,
Risk Report, International Risk Management Institute, Inc., May 2013,
at 2 (“Liability coverage for data breaches is fairly standard, providing
coverage for legal defense and settlements or judgments. This coverage
is almost always written on a claims-made basis[.]”).
15. See http://www.riskpro.us/FAQ.html#no-known-claims.

policyholders should not “over-promise” in the letter.
State what you can after a reasonable internal inquiry. When at all possible, try to underscore to other
employees and departments within the organization
the importance of bringing claims or circumstances
that may reasonably be viewed as likely to result in
claims to the attention of the risk management and/
or law department. This process can be fostered
further by establishing clear written protocols within
an organization of the circumstances that should be
reported to risk management and legal personnel.
Routine reminders of the policyholder’s procedures
are important too so that new hires are firmly aware
of the protocols and existing employees are provided
frequent reminders.

5. Avoid Breach of Contract and Warranty Exclusions

Resist efforts to include breach of contract exclusions
in your coverage. These provisions should be obsolete
in an era in which so many policyholders do business pursuant to a contract (whether with customers,
credit card companies, financial institutions, etc.).
These exclusions are used all the time by some insurance companies to challenge insurance claims. While
some recent court decisions have curtailed this use, it
is best not to have this fight in the first place.16

6. Avoid Cyber Security Reasonableness Clauses

Resist insurance company efforts to include exclusions, warranties, representations or “conditions”
in insurance policies concerning the soundness or
reasonableness of the policyholder’s data security efforts/protocol. These clauses are a recipe for disputes
on potentially every security incident.17

16. See Joshua Gold, Fighting Back Against the Insurance Industry’s
“Restitution”/“No Covered Loss” Defenses, Policyholder Advisor & Alert
(June 2014) (setting forth certain cases rejecting insurance company
breach of contract defenses to coverage).
17. S ee http://venturebeat.com/2015/06/11/what-the-columbia-lawsuitreally-means-for-cyber-insurance/.
18. S ee, e.g., Speech of SEC Commissioner Luis A. Aguilar, entitled “Board
of Directors, Corporate Governance and Cyber-Risks: Sharpening the
Focus” presented at the Cyber Risks and the Boardroom conference
at the New York Stock Exchange, New York, NY, on June 10, 2014.
Commissioner Aguilar notes, among other things, that:
As an SEC Commissioner, the threats are a particular concern
because of the widespread and severe impact that cyber-attacks
could have on the integrity of the capital markets infrastructure
and on public companies and investors.[13] The concern is not new.
For example, in 2011, staff in the SEC’s Division of Corporation
Finance issued guidance to public companies regarding their
disclosure obligations with respect to cybersecurity risks and

Given the pace of technological innovation, almost every security step can be second-guessed with the benefit
of 20-20 hindsight. Is it safe to log onto a secure network from your hotel room using the hotel’s Wi-Fi? Is
it ever OK to have any unencrypted information stored
on a mobile device? What about unencrypted information on the cloud? The answers depend on many factors
that are difficult to pinpoint, including the development
of alternative technologies, the trends of cybercrime,
the burdensomeness upon necessary business tasks
compared with the need to secure data, and the exact
point in time in which attitudes collectively begin to
change. Such questions are bound to end in disputes if
the cyber claim is big enough.

7. Preserve D&O Insurance Coverage for Cyber Claims

Keep your directors and officers insurance program
(primary, excess, Side A, etc.) clean from any cyberrelated exclusions or sublimits. Management and
the board will be highly concerned with any argued
“gap” in coverage should a cyber event ensue and
D&O coverage be contested on the basis of an exclusion or limitation for suits where cyber may be the
underlying cause or context of the claim. Indeed,
the Securities and Exchange Commission is very
concerned that public companies carefully consider
cyber risks and has continued its dialogue on the
matter for the last few years.18

8. Be Thorough When Filling Out Cyber Insurance Policy
and D&O Policy Applications

Complete insurance applications carefully and gather
information from other business units where neces-

Continued next page

cyber-incidents.[14] More recently, because of the escalation of
cyber-attacks, I helped organize the Commission’s March 26, 2014
roundtable to discuss the cyber-risks facing public companies and
critical market participants like exchanges, broker-dealers, and
transfer agents.[15]
Today, I would like to focus my remarks on what boards of
directors can, and should, do to ensure that their organizations are
appropriately considering and addressing cyber-risks. Effective
board oversight of management’s efforts to address these issues
is critical to preventing and effectively responding to successful
cyber-attacks and, ultimately, to protecting companies and their
consumers, as well as protecting investors and the integrity of the
capital markets.
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sary when answering questions. Even if an insurance
company must pay a claim under the plain terms of
the insurance policy, coverage may still be contested,
under certain circumstances, on grounds that application questions were not correctly answered. Do not
give the insurance company this opportunity.19

“

Insurance coverage
is available for cloud
computing and instances
where data is handled,
managed or outsourced to
a third party.

”

9. Remember That Cyber Breaches Happen Off-Line Too

Make sure your cyber-specific coverage protects losses
involving mobile devices, home offices, data that is
off-line at the time security is breached and devices that
may not be owned by the policyholder. A lost laptop or
flash drive containing gigabytes of information can lead
to a breach and possibly an expensive one.20 Make sure
your insurance coverage is available for such a scenario
— even where the device is not actively connected to a
network when the data breach occurs.

A static assessment of data security risk management
will not work in most instances, given the rapid pace
of change in this area. Be vigilant and adaptable in
managing the security risk. Work with your colleagues in other departments to reduce risk where
you can — and secure the best insurance your company can afford to protect against losses stemming
from cyber-related perils. s
David E. Wood is editor of Enforce magazine and a
co-managing shareholder in the Ventura, California,
office of Anderson Kill. With 30 years of experience in
the insurance industry, Mr. Wood devotes his practice
to the representation of corporate and public entities
in insurance recovery matters involving primary and
excess liability and errors and omissions coverage,
professional liability insurance, cyber coverage, crime
coverage, environmental coverage, and rights of additional insureds.
(805) 288-1300
dwood@andersonkill.com

10. Cover Cloud and Third Party Vendors

Joshua Gold is a shareholder in the New York office of
Anderson Kill and chair of the firm’s Cyber Insurance
Recovery Practice Group. Mr. Gold’s practice involves
matters ranging from international arbitration, data
security, directors and officers insurance, business
income/property insurance, commercial crime insurance, and insurance captives. He has been lead trial
counsel in multiparty bench and jury trials, and has
negotiated and crafted scores of settlement agreements
including coverage-in-place agreements.
(212) 278-1886
jgold@andersonkill.com

19. See http://venturebeat.com/2015/06/11/what-the-columbia-lawsuitreally-means-for-cyber-insurance/.

21. See Joshua Gold, How to Protect Data in the Cloud, Risk Management,
March 6, 2013.

Make sure that your cyber-specific coverage protects
against losses where others manage, transmit or host
data for your company.21 Insurance coverage is available for cloud computing and instances where data
is handled, managed or outsourced to a third party.
Going back to point number one above, however,

20. A
 CE Provides Roadmap of Cyber Risk Evolution, May 7, 2015, http://
www.claimsjournal.com/news/national/2015/05/07/263249.htm.
According to the ACE group of insurance companies, of the seven main
data breach triggers, lost or stolen devices accounted for 20% of the
total. More specifically, “ACE found that 70 percent of devices lost or
stolen were laptops, 28 percent were memory devices and 2 percent were
smartphones.”
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not all insurance policies are created equal and there
are cyber insurance forms that on their face, appear not to provide express protection for cloud-like
scenarios. Most of these policies can be modified to
extend such protection — if requested.
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Navigating Your Way

Through Reservations of Rights,
Cooperation Clauses and Privilege
By Allen R. Wolff and Vivian Costandy Michael

I

nsurance companies often invoke a policy’s cooperation clause to compel a policyholder to share
privileged defense information even after the
insurance company has reserved the right to deny
coverage at a later date. At one extreme, the policyholder might withhold all defense information and
risk, prompting the insurance company to issue a
disclaimer of coverage for failure to cooperate. At
the other end of the spectrum, a policyholder might
lose the protection of litigation privileges by giving
the insurance company unfettered access to defense
information, potentially rendering the material
discoverable by the policyholder’s adversary in the
underlying action. Policyholders can avoid these
outcomes by taking proactive steps to preserve the
privileged nature of defense materials shared with
their primary or excess insurance companies.

Policyholders are familiar with insurance companies’ practice of reserving rights to disclaim
coverage early in the policyholder’s defense of
the underlying action. Despite their reservations
of rights, insurance companies nevertheless often
demand privileged defense materials from their
policyholders and ground the demand in the
policy’s cooperation clause — a clause (common
to commercial general liability policies) that purports to impose an undefined “duty to cooperate”
on the policyholder. While the stated purpose is
to gather information relevant to the defense of
the underlying action, insurance companies frequently mine this material for information that
could support a disclaimer of coverage and thus
reduce or eliminate the insurance company’s
exposure to loss.
Continued on next page
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Enter the Excess Insurance Company

The situation is further complicated when a policyholder has both primary insurance and excess insurance that “follows form” to the primary insurance.
Often, the primary insurance company bears the duty
to defend and is closely involved in the defense of the
underlying action from the start of the litigation. Excess insurance companies, meanwhile, may not enter
the fray for months, often years, after the policyholder
and primary insurance company have established a
working relationship, be it amicable or contentious.
Excess insurance companies that have seemingly been
uninterested in the details of the underlying action
may suddenly seek to become involved; and may even
seek to appoint their own selection of co-counsel to

“

A carefully drafted
agreement between the
policyholder and the
insurance company
can address these risks
and not only preserve
privilege, but also limit
the scope of what will
be shared with the
insurance company.

”

appear in the case on the eve of trial. There is strong
support for the proposition that insurance companies
cannot intervene in the defense of an action late in the
case. See, e.g., Bassett Seamless Guttering, Inc. v. GutterGuard, LLC, No. 05 Civ. 184, 2007 U.S. Dist. LEXIS
51002 (M.D.N.C. July 13, 2007) (two months before
trial); McWhorter v. Elsea, Inc., No. 00 Civ. 473, 2006
U.S. Dist. LEXIS 88273 (S.D. Ohio Dec. 6, 2006) (five
months before trial).
Even if the excess insurance company successfully asserts a right to associate in the defense of an action, its
role and, consequently, its access to privileged materi-
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als is limited. This majority position is reflected in
§ 26 of the American Law Institute’s July 23, 2014,
draft “Principles of the Law of Liability Insurance.” As
set forth in the proposed guidance, an excess insurance company that associates in the defense has “the
right to receive from defense counsel and the insured,
upon request, information that is reasonably necessary to assess the insured’s potential liability and to
determine whether the defense is being conducted in
a manner that is commensurate with that potential
liability, with the exception of confidential information that relates to an actual or potential coverage
dispute[.]” Id. at § 26(a)(1). In its comments to § 26(1)
(a), ALI explains that “the information that must be
provided and the situations in which consultation is
required are subject to a reasonableness rule that is
context dependent.” Factors in that context-specific
analysis include the excess insurance company’s
prior level of engagement in the claim, the degree to
which the policyholder has kept the excess insurance
company apprised of the claim, and the soundness of
defense counsel’s strategy.

The Risk of Forfeiting Privilege

The tension between the policyholder’s desire to
comply with the cooperation clause, and fear of
arming its insurance company is compounded by
the risk that privilege could be lost in the process,
and the plaintiff in the underlying action might
thereby gain access to the information. Generally, disclosure of privileged information to parties
outside the attorney-client relationship results in a
waiver of that privilege. The risks are high: the disclosure of unfavorable defense materials not only
may provide the insurance company with a basis
to deny coverage, it also may arm the plaintiff with
information that will hurt the policyholder at trial.
Many states seek to mitigate this risk through a
doctrine called the “common interest privilege” (also
called the “joint defense privilege” or “community of
interest privilege”). Whether your state recognizes
this doctrine should always play a role in deciding what information to disclose to your insurance
company. The common interest privilege preserves
the privileged nature of documents and information
that are shared with those outside the confidential
relationship, so long as the disclosure is made to further a common interest and in a manner that demonstrates an intent to maintain confidentiality.

Depending on the applicable state law, privileged defense material shared with a policyholder’s insurance
company to further a common interest — namely,
minimizing the policyholder’s liability — may be
done without waiving the privilege or rendering
the material subject to discovery by the plaintiff in
the underlying action. Some states limit the common interest doctrine to cases in which one attorney
represents both the policyholder and the insurance
company’s interests. See e.g., Remington Arms Co.
v. Liberty Mut. Ins. Co., 142 F.R.D. 408, 417-18 (D.
Del. 1992). And most jurisdictions have declined to
recognize the common interest privilege as between
a policyholder and its insurance company if the
insurance company has disclaimed coverage. See,
e.g., Lafarge Corp. v. Hartford Cas. Ins. Co., 61 F.3d
389, 398 (5th Cir. 1995); NL Industries, Inc. v. Commercial Union Insurance Co., 144 F.R.D. 225, 231 n.
10 (D.N.J. 1992). This renders the common interest privilege inapplicable in precisely those cases in
which the insurance company probably will seek to
use privileged information against the policyholder
to avoid or reduce its coverage obligations.

Protect Yourself in Advance with a Confidentiality Agreement

A carefully drafted agreement between the policyholder and the insurance company can address these
risks and not only preserve privilege, but also limit the
scope of what will be shared with the insurance company. A “common interest and confidentiality agreement” can both demonstrate that the policyholder
seeks to satisfy its duty to cooperate, and protect the
policyholder from having to divulge harmful defense
materials to the plaintiff in the underlying action.
Not much case law has developed regarding the
right of a plaintiff to obtain access to privileged
information that a defendant has shared with its
insurance company under a confidentiality agreement. As other commentators have suggested, the
key to a successful confidentiality agreement is to
identify the parties’ common interest and their
adverse interests. See, e.g., John Buchanan and
Wendy Feng, Protecting Privilege While Preserving
Coverage, available at http://bit.ly/1mt8az9 (Mar. 8,
2012). In appropriate circumstances, that which is
common may be shared.
The interest common to both the insurance company and the policyholder is the reduction of the

policyholder’s ultimate liability to the plaintiff. The
confidentiality agreement should clearly and unequivocally confirm that the only purpose of the
agreement is for the policyholder to share privileged
defense information with the insurance company in
order to further the parties’ common interest. Meanwhile, there are a host of adverse interests stemming
from the policyholder’s desire to maintain coverage, and the insurance company’s goal of avoiding
or limiting coverage. A confidentiality agreement
should identify those adverse interests and make
clear that the policyholder has no obligation to share
any information that could further the insurance
company’s adverse interest — that is, not a “common” interest. Finally, a confidentiality agreement
should specify that by sharing information within
the bounds of the agreement, the policyholder is in
compliance with the policy’s cooperation clause.
Disclosure of privileged defense information to insurance companies presents a risk of waiver of the privilege such that the plaintiff in the underlying action
might also be able to obtain that information. Meanwhile, absolute nondisclosure risks a loss of insurance
coverage due to violation of the policy’s cooperation
clause. The “common interest privilege” may not be
available in all states and circumstances. Even when it
is available to provide general protection to a policyholder, a written agreement that details the understanding of the parties will provide enhanced protection to the policyholder, and be available to refute
assertions of failing to cooperate. A carefully drafted
common interest and confidentiality agreement can
protect the policyholder from loss of coverage and
from greater liability in the underlying action. s
Allen R. Wolff is a shareholder in the New York
office of Anderson Kill. Mr. Wolff ’s practice concentrates in construction litigation, insurance recovery,
and the nexus between the two, as well as in complex
commercial litigation.
(212) 278-1379
awolff@andersonkill.com
Vivian Costandy Michael is an attorney in the New
York office of Anderson Kill. Ms. Michael’s practice
concentrates in insurance recovery, exclusively on
behalf of policyholders, and in corporate and commercial litigation.
(212) 278-1190
vmichael@andersonkill.com
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Securing Insurance Coverage
in the Face of ‘Restitution’ and
‘No Covered Loss’ Defenses
By Joshua Gold

D

irectors and officers and errors and omissions
insurance coverage is routinely contested by
insurance companies arguing that certain
claims do not constitute “loss” as defined in the
insurance policy. The insurance company arguments may differ somewhat, but the typical theme
involves these slight variants: (1) the amounts
sought by the underlying plaintiffs supposedly seek
the return of ill-gotten gains or “restitution”; (2) the
amounts sought supposedly seek a disgorgement or
refund; and (3) the amounts sought by the underlying plaintiffs supposedly seek breach-of-contract
damages that will result in a windfall to the policyholder if coverage is available for the violation of
contractual promises.
If confronted with these arguments, policyholders
should be aware that there are several cases from
a number of jurisdictions that can undermine and
otherwise defeat them. For example, last year, in
Peerless Insurance Company v. Pennsylvania Cyber
Charter School, 2014 U.S. Dist. LEXIS 65406, a
federal trial court rejected the insurance company’s argument that there could be no coverage under an E&O policy for an underlying suit
claiming conversion and restitution. The decision
involved litigation against a charter school by certain Pennsylvania school districts that alleged that
the charter school collected money for the enrollment of students to which it was not entitled. The
charter school’s E&O insurance company argued
that the damages sought by the plaintiff school
districts were really restitution of an ill-gotten
gain and therefore coverage was unavailable. The
court ruled that:
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PA Cyber necessarily incurred expenses in
educating the students from the plaintiff
school districts who enrolled at PA Cyber.
Monies derived from the school districts’
payments or redirected state subsidies
under the Charter School Law presumably
helped to offset those expenses. If ordered
to repay the funds, PA Cyber would be
placed in the position of having expended
at least some resources to educate fouryear-old students from the plaintiff school
districts without any compensation or
benefit in return. Pursuant to the Seventh
Circuit’s reasoning in Level 3 (also cited in
Southcentral Emp’t Corp. v. Birmingham Fire
Ins. Co. of Pa., 2007 PA Super 156, 926 A.2d
977, 982 (Pa. Super. Ct. 2007)), that would
arguably qualify as a “loss.”
Thus, because the charter school had used its resources and incurred expenses in exchange for the
amounts that it allegedly should not have collected,
the court ordered the insurance company to defend
it — and left open the possibility for indemnity coverage too, since such circumstances could qualify as
a loss under the E&O policy.

Public Policy Defenses Rejected

In another case where the insurance company
argued that there was no covered loss, but rather
restitution, Chubb Custom Insurance Company
v. Grange Mutual Casualty Company, Slip Copy,
2011 WL 4543896, the court rejected the insurance company’s restitution argument and held in
relevant part that:

Chubb’s reliance on Level 3 Communications
and other similar cases is misplaced. Level
3 Communications applied a public policy
exclusion for restitutionary relief from the
definition of loss in an insurance contract.
This exclusion only applies in limited circumstances, i.e., in circumstances involving
the insured being “required to restore to the
plaintiff that which was wrongfully acquired.”

The court went on to hold that:
Here, although they requested restitutionary
relief, the plaintiffs in the [ . . . ] actions were
in substance seeking damages for the alleged
harm caused to them due to the allegedly
wrongful conduct of Grange. Indeed, Grange
allegedly received “some benefit” from using
the software, in the form of retained money,
but it did not “wrongfully acquire” this money
— it simply retained it. Stated differently, the
substance of the plaintiffs’ claim in the Hensley and Gooding actions was for damages, not
restitution.
In a third case where the insurance company
argued against coverage by stating that breach of
contract claims do not constitute loss under D&O
insurance policies, Verticalnet, Inc. v. U.S. Specialty
Ins. Co., 492 F.Supp.2d 452, a federal court rejected
that argument, holding that no public policy barred
coverage of a settlement under a D&O policy for
breach of contract claims. Because the D&O policy
in this case had no contract claim exclusion, the insurance company ended up arguing that there was

no insurable “loss” under the policy because breach
of contract claims are “uninsurable” and pose
underwriting and “moral hazards.” The Verticalnet
court rejected the insurance company’s defense.

Fiduciary Liabilities Covered

In Genzyme Corp. v. Federal Ins. Co., 622 F.3d 62, a
federal appeals court rejected the insurance company’s argument that the breach of fiduciary duty
and breach of contract underlying claims against
the policyholder constituted unjust enrichment/
ill-gotten gains. The court held that “the underlying
complaint made clear that the alleged cause of the
injury was in fact the breach of Genzyme’s applicable
fiduciary duties and/or contractual obligations” and
“does not support a conclusion of uninsurability.”
In light of these decisions, policyholders should
closely examine insurance company arguments that
breach of contract claims from clients or customers
or breach of duty claims from investors constitute
uninsurable loss. Policyholders can also seek to
purchase insurance policies that expressly define
“wrongful acts” to include allegations of breach of
contract. Further, coverage can be purchased that
expressly defines “loss” to include claims under Sections 11, 12 and 15 of the Securities Act of 1933 as
amended. While this coverage should be included
even absent the express definitions noted above,
policyholders are benefited by enhanced clarification
of coverage. These additional steps can strengthen
the prospect of an insurance recovery. s
Joshua Gold is a shareholder in the New York office
of Anderson Kill and chair of the firm’s Cyber Insurance Recovery Practice Group. Mr. Gold’s practice
involves matters ranging from international arbitration, data security, directors and officers insurance,
business income/property insurance, commercial
crime insurance, and insurance captives. He has been
lead trial counsel in multiparty bench and jury trials,
and has negotiated and crafted scores of settlement
agreements including coverage-in-place agreements.
(212) 278-1886
jgold@andersonkill.com
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Protecting Against
D&O Liability

for Climate Change–Related Disclosures
By William G. Passannante

I

n recent years, a growing number of governmental actions or shareholder suits against corporations or their D&Os have been filed alleging
environmental-related, though not specifically climate change–related, disclosure failures. Last summer, a federal court in California denied the defendants’ motion to dismiss an amended complaint
in a securities suit brought by a class of investors
alleging that corporate executives and members
of the board of directors of a lead-acid battery
recycler mislead investors and omitted material
information in disclosures regarding the company’s
compliance with environmental regulations. See
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Loritz et al. v. Exide Technologies et al., 2014 U.S.
DIST LEXIS 111491 (C.D. Cal. 2014). Similarly,
the Second Circuit Court of Appeals vacated the
dismissal of a complaint alleging violations of federal securities law for defendants’ failure to disclose
ongoing and serious pollution problems rendering
the description of environmental issues provided in
the prospectus misleading. See Meyer v. JinkoSolar
Holdings Co. Ltd., 761 F.3d 245 (2d Cir. 2014).
Since the Supreme Court’s landmark climatechange decision in Massachusetts v. Environmental Protection Agency, 549 U.S. 497 (2007), which

held that greenhouse gas emissions from cars
constitutes an air pollutant and that the EPA
failed to support its refusal to decide whether
the emissions contributed to climate change,
the number of climate change–related lawsuits
against public companies has grown. At the
same time, climate change issues are the subject
of increasing state, federal and international
regulatory efforts. Add to this the fact that
weather-related catastrophes have produced
costly tolls in the last five years, and the risk
that directors and officers may become the targets of governmental and private lawsuits based
on their companies’ climate change–related disclosures has increased, and likely will continue
to increase.
The potential growing risks faced by D&Os was
first previewed at the beginning of the decade
when the Securities and Exchange Commission issued its first-ever climate change–related
financial disclosure guidelines on February 8,
2010. These guidelines indicate that the SEC has
recognized that climate change–related regulations
and liabilities increasingly may trigger potential
corporate reporting requirements under a variety of SEC rules and regulations. The guidance to
public companies, entitled “Commission Guidance
Regarding Disclosure Related to Climate Change,”
focuses on the SEC’s “existing disclosure requirements as they apply to climate change matters.” It
identifies a variety of climate change–related issues
that might trigger corporate disclosure requirements, including:
• Enacted or proposed state, federal or international legislation that may have a material effect on a
public company
• Legal, technological, political and scientific developments regarding climate change that may create
risks for companies, such as decreases in demand
for existing products or services, or adverse effects on a company’s reputation
• The potential physical effects of climate change
on weather-sensitive business operations, such as
the financial effects on companies with operations
on coastlines or effects from disruptions to the
operations of major customers or suppliers from
severe weather

“

The risk that
directors and officers
may become the targets
of governmental and
private lawsuits based
on their companies’
climate change–
related disclosures
has increased, and
likely will continue to
increase.

”

While some initial climate change–related lawsuits were brought by private and state litigants
asserting tort-based theories alleging that defendants’ companies emissions have caused or
contributed to climate change with resulting
environmental damage, the United States Supreme Court has ruled that federal common law
addressing certain environmental issues, such as
greenhouse emissions, is displaced by congressional action, specifically the Clean Air Act and
the EPA action the law authorizes. See American
Electric Power Company, Inc. v. Connecticut, 131
S. Ct. 2527 (2011).
Although we have yet to see any significant number of governmental actions or shareholder suits
against corporations or their D&Os in relation
to climate change–related disclosure failures, the
seeds for the future growth of such actions are being sown.

Is D&O Insurance Adequate Protection?

Lawsuits against directors and officers alleging
damages arising out of climate change–related
issues likely will trigger the coverage provided
by D&O insurance policies for claims alleging “losses” as a result of a director’s or officer’s
Continued next page
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“wrongful acts.” Insurance companies, however,
have already indicated that they will likely take
the position — improperly in our view — that
a so-called “pollution exclusion” contained in
many D&O policies would somehow eliminate
coverage for such lawsuits.
Pollution exclusions typically purport to exclude
claims “based on, arising out of, or in any way involving” pollution.

“

it may be possible
to purchase D&O
policies with clauses
specifically carving out
climate change–related
securities lawsuits from
a policy’s pollution
exclusion.

”

It is far from clear, however, whether the courts will
agree that such exclusions apply to D&O claims
stemming from alleged disclosure failures. In an
analogous case, at least one court in recent years
has rejected the insurance companies’ position.
In Sealed Air Corp. v. Royal Indem. Co., 404 N.J.
Super. 363, 372, 961 A.2d 1195 (2008), the court
held that a pollution exclusion in a D&O policy did
not bar coverage for a lawsuit against directors and
officers based on their alleged misleading financial
statements with respect to asbestos environmental
liabilities.
Another issue that may arise is whether the intentional act of emitting greenhouse gases qualifies as
an “accident” under liability policies. Though examining a CGL policy, the Supreme Court of Virginia held in such a case that the defendant energy
company’s act of intentionally releasing greenhouse
gases with the knowledge that the probable consequence of such an act was global warming did not
constitute an “accident” and thus was not covered
under the relevant policies. AES Corp. v. Steadfast
Ins. Co., 283 Va. 609 (2012).
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Since the law on this issue is far from settled, policyholders should note that with the rise of climate
change–related D&O litigation, it may be possible
to purchase D&O policies with clauses specifically
carving out climate change–related securities lawsuits from a policy’s pollution exclusion. A similar
carve-out may also be possible for claims against
directors and officers for which they are not being indemnified by their corporation. At the same
time, some insurance companies are offering new
insurance policies to address climate change and
environmental liability losses.
Of course, insurance companies themselves must
adapt to the increased risk faced by climate change
issues, and several states, including California, New
York and Washington, require insurance companies
to disclose their own climate change–related risks.

An Uncertain Future

The increased regulatory activity and private litigation activity surrounding the climate change issue
suggests future increased liabilities. While the
treatment of liability for climate change–related
issues by the courts and governmental entities is in
an early stage of evolution, the liability and regulatory machinery are grinding forward. Ensuring
that corporate indemnities and insurance are in
place to respond is an important step. s
William G. Passannante is a shareholder in the
New York office of Anderson Kill. Mr. Passannante
is co-chair of the firm’s Insurance Recovery Practice
Group and is a leading lawyer for policyholders in
the area of insurance coverage. He has appeared in
cases throughout the country and has represented
policyholders in litigation and trial in major precedent-setting cases.
(212) 278-1328
wpassannante@andersonkill.com

National Union v.
Cambridge Revisited

Six Years on, the Insurance Industry’s
Silver Bullet Has Yet to Strike
Third-Party Administrators Again
By David E. Wood and Eric R. Reed

F

our years ago Enforce explored the troubling
trend of insurance companies shifting the costs
of covered losses to “strangers” to the insurance
contract. One example was a self-insured employer’s
third-party administrator (TPA) that was accused by
an excess insurer of mishandling a claim and thereby
increasing exposure. (See “Third Party Administrators: The New Target for Insurer Claims?” Enforce,
Volume 9, Issue 1, May 1, 2011). The bellwether
of this trend was National Union Fire Insurance

Company of Pittsburgh, PA v. Cambridge Integrated
Services Group, Inc. (2009) 171 Cal.App.4th 35, in
which a California court permitted an AIG affiliate
to sue its policyholder’s workers’ compensation TPA
for malpractice because its claim handling services
were “intended to benefit” the insurance company.
Was this the beginning of a trend allowing insurance
companies that are paid premiums to cover enumerated risks, to shift that risk to TPAs?
Continued next page
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As it turns out, National Union has not opened the
floodgates of opportunistic litigation by insurers
against TPAs working for their policyholders. The
case is cited primarily in court opinions addressing
whether a duty of care is to be imposed on a defendant not in privity with a plaintiff, based on a balancing of factors identified in Biakanja v. Irving (1958)

“

The professional
should be very clear
with its client that its
services are intended to
benefit only the client,
and not any third
party. .

”

49 Cal.2d 647, California’s seminal case involving the
tort duties owed to third parties. This suggests that
National Union is not a shortcut for insurance companies wishing to raid the coffers of TPAs or their
errors and omissions insurers, but rather a confirmation that TPAs are subject to the same third-party
liability standards as any other professional sued by
a third party. See Escalante v. Minnesota Life Ins. Co.,
2010 U.S. Dist. LEXIS 127463 (S.D. Cal. Dec. 2, 2010)
(TPA collected premium payments for a client’s life
insurer; the insurance company was allowed to plead
that this fact created a duty of care when a policy
lapsed due to the TPA’s failure to transmit a premium); Verso Paper LLC v. HireRight, Inc., 2012 U.S.
Dist. LEXIS 85499 (C. D. Cal. June 19, 2012) (TPA
performed background checks on prospective employees; the insurance company could plead a duty
of care when the TPA failed to discover a criminal
conviction in an employee’s background).
These cases demonstrate that providers of professional services, including TPAs, are vulnerable to
malpractice actions from any third-party plaintiff
where the service professional and the client intend
these services to be rendered for the benefit of the
third party. Where this intent is gleaned not from the
parties’ contract but from the way the professional
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renders services, a duty of care may be found where
the parties obviously intended the professional to
work for the third party first and foremost, and then
for the client only secondarily.
How can any professional avoid this result? The professional should be very clear with its client that its
services are intended to benefit only the client, and
not any third party. If the client won’t agree to this,
the professional should head for the hills. In the TPA
example, the key is to determine the expectations of
the policyholder client. The TPA should ask the client
directly whether it wishes to hire the TPA to render
services for the benefit of an excess insurer. If it does,
the TPA can decide whether to assume such a duty,
based on the value proposition of the contract and its
appetite for risk.
To reiterate the point Enforce made four years ago: a
TPA and its client can best avoid “National Union triangulation” by maintaining a candid dialogue about
the client’s expectations and a strong relationship in
which any performance concerns can be discussed
and resolved privately. At all times, a TPA should be
alert to the danger that an excess insurer seeking to
boost profits may attempt to shift a risk, which it was
paid to cover, to its policyholder’s self-insured claimhandling professional. s
David E. Wood is editor of Enforce magazine and a
co-managing shareholder in the Ventura, California,
office of Anderson Kill. With 30 years of experience in
the insurance industry, Mr. Wood devotes his practice
to the representation of corporate and public entity
clients in insurance recovery matters involving primary
liability and errors and omissions coverage, professional liability insurance, crime coverage, environmental coverage, primary-excess disputes, and rights of
additional insureds.
(805) 288-1300
dwood@andersonkill.com
Eric R. Reed is an attorney in the Ventura, California,
office of Anderson Kill. Mr. Reed’s practice concentrates
on corporate and commercial litigation and insurance
recovery, exclusively on behalf of policyholders.
(805) 288-1300
ereed@andersonkill.com

Buying D&O Insurance?

Exclude the Contractual Exclusion
(Or at Least Limit It)
By Darin J. McMullen

A

lthough a 2014 Florida federal court decision may have elevated policyholder concerns
regarding the breadth of contractual liability
exclusions in directors and officers insurance policies, prudent policyholders can minimize, if not
altogether avoid, any such apprehensions. Moreover, the opinion giving rise to these recent apprehensions stands alone in its broad application of a
contractual liability exclusion to tort claim and has
not yet been adopted in other jurisdictions.
In an October 20, 2014, opinion in Bond Safeguard
Insurance Company et al. v. National Union Fire Insurance Company of Pittsburgh, PA, the United States District Court for the Middle District of Florida granted
summary judgment in favor of the D&O insurance
company, National Union, holding that National Union
was not liable to pay for a stipulated judgment entered
into by its policyholder, Land Resource LCC. Land
Resource had defaulted on bonds issued in conjunction
with land development projects. As part of the issuance
of the bonds, Land Resource and a Land Resource executive entered into an indemnification agreement with
the bond companies whereby the indemnitors would
indemnify for costs incurred by the bond insurers in
connection with the bonds.
Following Land Resource’s default, the bond issuers
sued the Land Resource executive alleging that he
had caused the default through negligent acts and
omissions, as well as through misrepresentations
of the company’s financial condition to the bond
issuing entities. Ultimately, the Land Resource
executive entered into a stipulated judgment of $40
million with the bond insurers while assigning the
bond insurers his rights under the D&O policy.

National Union denied coverage, asserting that the
policy’s contractual liability exclusion precluded coverage. That exclusion provided that National Union
“shall not be liable” for claims “alleging, arising out of,
based upon, or attributable to any actual or alleged
contractual liability of the Company or any other
insured.” In seeking summary judgment, National
Union argued that despite allegations of negligence
and misrepresentation in the underlying complaint,
the losses at issue arose out of Land Resource and its
executive’s breach of the indemnification agreement
and the bonds themselves, and therefore were claims
“arising out of ” contractual liability.
The bond issuing companies argued that negligence
and misrepresentation alleged were in fact torts

Continued next page
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and the fact that a contract or bond was part of the
relevant fact pattern giving rise to such torts did
not turn those claims into claims for contractual
liability. The court, however, ignored the fact that
potential liability arose in tort. Instead, the court
held that the exclusion’s “arising out of ” language
was broad enough to exclude coverage for tort
claims sounding in negligence and misrepresentation because those torts arose out of defaults on the
bonds and the failure of the Land Resource executive to perform a contractual obligation to honestly
represent financials.
Although the Bond Safeguard decision gives policyholders reason to wonder whether contractual
liability clauses in D&O policies will be broadly
interpreted to exclude coverage wherever a contract
is remotely in play, there are several factors which
should minimize such concerns.
First, contractual liability exclusions are not standard in most D&O polices. The easiest way to avoid
any concerns over the overbroad application of a
contractual liability exclusion is to purchase a D&O
policy that does not contain one and is not sold
with an endorsement including one. Policyholders
should consult with their brokers before purchase
or renewal in order to assess which policies are
available in the market that do not contain a contractual liability exclusion or endorsement.
Second, not all contractual liability exclusions are
drafted and defined identically. The exclusion at
issue in the Bond Safeguard matter highlights the
potential problems with broadly worded exclusions.
This particular provision contained broad language
excluding claims “arising out of ” contractual liability. The court ultimately determined that the “arising out of ” language was “unambiguously broad”
and therefore excluded coverage for the underlying
tort claims because the court found that contractual
breach was at the core of the tort claims.
Many exclusions use more narrow language, for example excluding coverage “for” instead of “arising
out of ” contractual liability. An exclusion tailored
only to exclude claims “for contractual liability”
should not be interpreted broadly to include claims
that in any way touch or “arise out of ” contractual
liability, as was the case in Bond Safeguard. If a
claim is “for” tort liability,” it is not “for” contractu-
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al liability. Consequently, policyholders who cannot
altogether avoid purchasing a D&O policy containing a contractual liability exclusion should purchase as narrowly tailored an exclusion as possible.
Finally, the scope and application of the Bond Safeguard decision may be limited both jurisdictionally
and factually. In its opinion, the court emphasized
that the Land Resource executive did not seek to
minimize the amount of the judgment to which he
stipulated. Indeed the court found it “compelling” that
the stipulated judgment appeared to be “reached by
collusion or an absence of effort to minimize liability.”
The suspicion of collusion and “additional benefits”
to the executive and his family that flowed from the
stipulated judgment colored the court’s opinion and
certainly will not be present in many claims.
Additionally, the Bond Safeguard court represents
one federal court’s prediction of how the Florida
Supreme Court would interpret one contractual
liability exclusion. It does not represent the law of
Florida, nor does it have precedential value in other
jurisdictions. Thus its impact to policyholders facing
similar exclusions in other jurisdictions is limited.
Consequently, while the decision and exceedingly
broad application of the contractual liability exclusion
in Bond Safeguard may both perplex and cause initial
discomfort to D&O policyholders, such discomfort
should be fleeting. Through careful analysis and planning during the purchase or renewal of a D&O policy,
policyholders can either avoid inclusion of contractual liability exclusions altogether or purchase policies
with more narrowly tailored exclusions. s
Darin J. McMullen is a shareholder in the Philadelphia office of Anderson Kill. Mr. McMullen’s practice
is concentrated in representing corporate policyholders
in obtaining insurance recovery in complex coverage
claims. He is also a member of Anderson Kill’s Hospitality Industry Group, as well as the firm’s Cyber Insurance
Recovery Practice Group. Mr. McMullen represents
policyholders in a wide variety of first- and third-party
coverage matters including property loss, business interruption claims, bad faith claims, EPLI insurance coverage, D&O and E&O claims, as well as constructionrelated coverage disputes.
(267) 216-2708
dmcmullen@andersonkill.com

Risk Radar

HOT TOPICS TO WATCH IN THE COMING MONTHS
By Michael J. Stoner

Wisconsin

Strauss v. Chubb Indemnity Insurance Company,
No. 13-2580 (7th Cir. Feb. 10, 2014)
Hang on to those old first-party property policies. A
recent ruling by the Seventh U.S. Circuit Court of Appeals in Strauss shows that historical first-party property policies can still have significant value in the right
jurisdictions, even if the policy period has passed.
The background facts underlying Strauss are not
particularly complex. The policyholders had constructed a home in 1994. From 1994 through 2010,
water infiltration caused continuous and progressive property damage to their home. The policyholders would not discover the damage to their
property until 2010 — meaning that there had been
16 years of continuous and progressive property
damage to their home. The question facing the appeals court: Could the policyholders recover under
all of the insurance policies on the risk during the
continuous property damage, or was recovery limited to the single insurance policy on the risk when
the loss became apparent?
The appeals court noted that the outcome of this
dispute hinged upon the applicable “trigger of
coverage” in the relevant policies. Unsurprisingly,
the policyholder and the insurance companies advocated two competing theories. The policyholder
advocated for a “continuous trigger.” Under a continuous trigger, all policies from the time the loss
begins to the time the loss manifests are triggered
for coverage. The insurance company, on the other
hand, argued that the continuous trigger theory is
only applicable in third-party policies. With a firstparty property policy, the insurance company took
the position that the court should apply a “manifestation trigger.” Under a manifestation trigger,
a continuous, progressive loss that spans multiple
policy periods only triggers the insurance policy in
effect when the loss manifests or can be discerned.

Ultimately, the appeals court ruled in favor of the
policyholder and adopted a “continuous trigger”
under the language of these insurance policies.
While the insurance company had cited several cases
adopting a “manifestation trigger” in other jurisdictions, they were unable to cite any cases in Wisconsin which so held. Therefore, the court turned to the
specific language of the policy to resolve the issue.
The appeals court noted that the policy applied
“only to occurrences that take place while this
policy is in effect.” Occurrence, in turn, was standardly defined as “a loss or accident to which this
insurance applies occurring within the policy period. Continuous or repeated exposure to substantially the same general conditions unless excluded
is considered to be one occurrence.” Given the
definition of “occurrence,” the court noted that the
parties “contemplated a long-lasting occurrence”
that could give rise to loss “over an extended period
of time.” Therefore, the continuing and progressive water damage to the home constituted a single
occurrence that lasted over multiple policy periods
— and each insurance policy on the risk during
that long-lasting period was triggered by that occurrence.
It bears mentioning that the appeals court specifically declined to adopt a bright line rule or universal
trigger of insurance. However, given the relatively
standard language at issue in the Strauss case, it will
likely be an important precedent for any policyholder seeking to recover continuing property damage.
When faced with a first-party property loss that may
arise out of continuing or progressive damage, be
sure to give notice to all of your insurance companies — not just the one currently in force. Armed
with the Strauss case, policyholders can make convincing arguments that they are entitled to coverage under each of their policies in effect during the
continuing loss, not just the most recent one.
Continued next page
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Connecticut

Recall Total Information Management Inc. v. Federal Insurance Company, (SC 19291) (Conn. May
26, 2015).
If a tree falls in the forest and no one is around to
hear it, does it make a sound? Not under a commercial general liability policy governed by Connecticut
law. With the Connecticut Supreme Court’s affirmation of Recall, policyholders seeking damages for
data breaches under CGL policies must show more
than simply lost data — they must also show that the
data was found by someone.
In Recall, Recall Total Information Management entered into a vital records storage agreement with IBM
whereby Recall agreed to transport and store various
electronic media belonging to IBM. Recall thereafter

“

With new exclusions
being added to CGL
policies intended to
remove insurance
for lawsuits arising
out of data security,
policyholders looking
to transfer this risk are
relying more and more on
cyber-specific policies. .

”

entered into a subcontract with Executive Logistics to
provide transportation services for the electronic media. At one point, Ex Log dispatched a transport vehicle
to move computer tapes from an IBM facility to another location. During the transport, a cart containing the
tapes fell out of the back of the van near a highway exit
ramp. Approximately 130 tapes were removed from the
roadside by an unknown person and never recovered.
These tapes included personal information for many of
IBM’s past and present employees — including social
security numbers, birthdates and contact information.
As a result of the lost tapes, IBM spent more than $6
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million notifying the former employees and mitigating
the potential effects of the lost data. Following a series
of settlements between IBM, Recall, and Ex Log, Recall
brought a lawsuit seeking to recover this $6 million
under the personal injury provisions of Ex Log’s CGL
and umbrella insurance policies.
After reviewing the facts of the case, the court ruled
that there was no coverage under the personal injury
provisions of the policy. The policy provided a standard definition of personal injury, which included
“injury, other than bodily injury, property damage, or
advertising injury, caused by an offense of . . . electronic, oral, written or other publication of material
that … violates a person’s right of privacy.” The Recall
court ruled that that there was no publication to trigger the personal injury coverage. The court drew a
distinction between the lost tapes themselves and the
information contained within the lost tapes. Because
there was no evidence that any third party ever saw
the actual information contained within the lost tapes,
there was no publication to a third party sufficient to
trigger this coverage. The fact that the lost tapes may
have triggered mandatory reporting requirements for
compromised personal information also did not sway
the court to find coverage under the personal injury
provision, because “merely triggering a notification
statute is not a substitute for personal injury.” Recall
shows the important distinction between a security
incident and a data breach. It is disclosure, not merely
exposure, of protected information that triggers the
personal injury provisions of a CGL policy.
Recall highlights the perils of relying on CGL insurance
for data security–related claims. And with new exclusions being added to CGL policies intended to remove
insurance for lawsuits arising out of data security, policyholders looking to transfer this risk are relying more
and more on cyber-specific policies. However, when
negotiating the terms of a cyber-policy, policyholders
may want to heed the lesson of Recall to determine
whether exposure alone is sufficient to trigger insurance for mitigation costs, or whether the policy requires
a confirmed publication to a third party.

Georgia

Piedmont Office Realty Trust, Inc. v. XL Specialty Insurance Company, No. S15Q0418 (Ga. Apr. 20, 2015)
Virtually all insurance policies include clauses that
require the insurance company’s consent before

settling. However, under the express terms of many
insurance policies, the insurance company promises
that its consent “shall not be unreasonably withheld.”
What protection does this added limitation provide to
a policyholder facing an obstinate insurance company
who refuses to consent to a settlement? According to
the Georgia Supreme Court: none.
In Piedmont, the state Supreme Court answered
two certified questions from the Eleventh U.S. Circuit Court of Appeals. One question was:
When an insurance contract contains a “consent-to-settle” clause that provides expressly that
the insurer’s consent shall not be unreasonably
withheld, can a court determine, as a matter of
law, that an insured who seeks (but fails) to obtain the insurer’s consent before settling is flatly
barred — whether consent was withheld reasonably or not — from bringing suit for breach
of contract of for bad-faith failure to settle? Or
must the issue of whether the insurer withheld
unreasonably its consent be resolved first?
The state Supreme Court advised the appeals court
that the policyholder’s settlement of a lawsuit without the insurance company’s consent — irrespective
of whether or not the insurance company withheld
consent, reasonably or not — constituted a material
breach of the policy. Because settling the claim without the consent of the insurance company constituted
a breach of the policy, the “no action” clause of the
policy (which precludes a lawsuit against the insurance company unless there has been full compliance
with the terms of the policy) also barred the lawsuit.
The state Supreme Court relied on previous cases
where coverage was denied based upon a policyholder’s
failure to obtain the insurance company’s consent.
However, those cases did not involve express policy
language whereby the insurance company promised
it would not unreasonably withhold consent. This
distinction was of no consequence to the court, which
stated that the requirement not to unreasonably withhold consent could be implied into the other policies.
Accordingly, the Supreme Court simply read the insurance company’s promise not to unreasonably withhold
consent out of the policy.
The state Supreme Court’s analysis is backwards. When
the insurance company unreasonably withholds its
consent to settle a claim, it breaches the terms of the

insurance policy. The reasoning in Piedmont gives
the insurance company carte blanche to breach this
provision in the policy, while still mandating that the
policyholder perfectly comply with all of the terms and
conditions of the policy in the face of that breach.
Policyholders with policies applying Georgia law now
face an unpalatable choice when the insurance company unreasonably refuses to consent to a settlement.
They can either (1) settle the case and forfeit insurance coverage, (2) litigate the case through trial and
sue the insurance company for any excess loss, or (3)
initiate a parallel claim against the insurance company
for declaratory relief. In deciding how to proceed
with an obstinate insurance company that refuses to
consent to a reasonable settlement, the best course
of action is to first consult with coverage counsel to
evaluate the potential courses of action.

“

When the insurance
company unreasonably
withholds its consent to
settle a claim, it breaches
the terms of the insurance
policy.

Pennsylvania

”

General Refractories Company v. First State Insurance Co., Civil Action No. 04-3509 (E.D. Pa. Sept.
6, 2013)
In describing principles of insurance policy interpretation, it is a common refrain in many jurisdictions that
“exclusions are to be interpreted narrowly.” The Eastern
District of Pennsylvania recently demonstrated that
principle in General Refractories, turning on the meaning of an exclusion for loss “arising out of asbestos.”
The dispute between the policyholder, General
Refractories Company, and the insurance company,
Travelers, involved whether or not bodily injury
claims arising out of asbestos-containing products
manufactured by GRC fell within the scope of a
Continued next page
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[a]s between the parties’ conflicting interpretations of the Asbestos Exclusion, it need not be
decided which is the more reasonable. Each is
not without its objective reasons. Yet in order
to prevail, Travelers must show not only that its
interpretation is reasonable, but also that GRC’s
interpretation is not reasonable. This has not
been done. . . . This requires a ruling that favors
insurance protection for the policyholder.

Continued

policy exclusion for loss “arising out of asbestos,” (the
asbestos exclusion). GRC argued that the asbestos
exclusion was only intended to exclude asbestos in its
mineral form, and was not drafted to exclude damages arising out of a product that incorporated asbestos.
Travelers argued that that the term “asbestos” should
be interpreted broadly to include asbestos in any form
— whether as a mineral or as a product component
— because the asbestos caused the alleged injuries.
While the insurance company’s position may have
some initial appeal at first blush, GRC effectively introduced historical insurance industry usage as evidence
that the insurance industry drew a distinction between
asbestos and asbestos-containing products. The evidence included contemporaneous insurance forms
used by other companies that differentiated asbestos
from asbestos-containing materials. The policyholder
also introduced evidence that Travelers previously used
a broader version of an asbestos exclusion that specifically excluded asbestos “contained in a product.” Finally, the policyholder produced an expert witness who
testified that the terms “asbestos” and “asbestos containing product” had distinct meanings in the insurance industry, because they connoted varying degrees
of danger and risks associated with a business’ production activities and accompanying different products.

General Refractories highlights how the insurance
industry’s custom and usage can impact the meaning of
an insurance term. Even if a term may seem unambiguous on its face, custom and usage evidence can demonstrate that an exclusion is, in fact, ambiguous. And once
the policyholder shows that ambiguity, courts like the
one in General Refractories should apply the interpretation most favorable to the policyholder. s
Michael J. Stoner is an attorney in Anderson Kill’s Ventura, CA, office. Mr. Stoner’s practice focuses on insurance
recovery, exclusively on behalf of policyholders, corporate
and commercial litigation, and environmental law.
(805) 288-1300
mstoner@andersonkill.com

Through this historical trade usage, the policyholder was able to convince the court that it had proffered a reasonable interpretation of the asbestos
exclusion. The fact that the insurance company’s interpretation could be considered reasonable as well
was of no importance. The court explained that
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