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It has become clear that the fallout for improperly 
managing corporate cyber risks reaches the board-
room. In the wake of data breaches, shareholders 

have filed derivative suits, regulators have initiated 
enforcement proceedings, and management has 
been forced to defend their cyber-risk protocols. 
 Just in case directors and officers were unsure, 
in April 2016 Fitch Ratings reported: *

D&O-related exposures from cyber events arise 
through allegations that ineffective or negli-
gent corporate governance and board oversight 
were contributing factors behind inadequate 
systems defenses and a breach that led to losses 
and/or a sharp decline in share value . . .

As the likelihood of suffering a cyber event has 
become nearly a given, a key step in responsibly man-
aging cyber risks is identifying, securing and pursu-
ing insurance coverage. A cyber policy alone may not 
offer adequate protection against shareholder suits. 
Directors and officers and errors and omissions poli-
cies arguably are more likely to provide the chief line 
of defense against such suits.  General liability and 
cyber liability policies cover losses involving bodily 
injury, property damage, personal and advertising 
injury, and possibly damage to intangible property. 
They may exclude damage from providing services, 
from professional liability or from the loss of use of 

tangible property. They may not apply to shareholder 
derivative suits or investigations of management either. 
Additionally, they cover the corporation, not the in-
dividual directors and officers. Last, general and 
cyber liability policies may be exhausted before 
shareholder claims and government investigations 
are commenced. 
 The technological nature of cyber exposures has 
evolved rapidly. The losses stemming from the ex-
posures vary. Cyber extortion seeks money, other 
hackers seek to steal the data itself, still others seek 
to destroy a corporation’s data or functionality, and 
more radical hackers have taken over computer sys-
tems to vandalize the corporation’s property, such 
as an oil pipeline that spans multiple countries. The 
monetary risks alone can be immense. The highly 
publicized Target breach included $150 million in ini-
tial response costs, $400 million in replacement credit 
cards, and an estimated $1 billion of ultimate costs. 
In many corporate hacking scenarios the corporation 
moves swiftly from the victim of a hack to the target 
of lawsuits. 

Management should, of course, minimize cor-
porate exposures by implementing enterprise-wide 
procedures and standards applicable to cyber risks that 
cross corporate departments and real-world geogra-
phy. Several federal agencies, including the Securi-
ties and Exchange Commission, the National Insti-
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tute of Standards and Technology and Federal Trade 
Commission, have issued guidance for adopting 
measures. In addition to preventing some breaches, 
adopting good practices will also position a corporation 
to minimize loss after the inevitable, successful attack, 
at which time insurance coverage becomes vital.

Given the variety of losses and liabilities potentially 
triggered by a data breach, one should not assume that 
a single liability or cyber policy will provide complete 
protection. Cyber policies have grown popular rapidly, 
but given the above-mentioned characteristics of such 
policies, directors and officers may need to look to more 
traditional E&O and D&O coverage, even for cyber-
related losses. 

E&O policies typically cover losses from services 
provided to clients. D&O policies generally cover 
“wrongful acts” by management. Of course, cyber-
related losses should not be specifically excluded, 
though they sometimes are. Additionally, the defini-
tions of services, “wrongful acts” and other key grants 
of coverage should be broad enough to encompass 
the types of events that could lead to a data breach, 
whether due to an external hacker, internal employee 
conduct or so-called “social engineering.” A surpris-
ing number of corporate managers and their boards 
are not aware of whether their D&O or E&O coverage 
specifically exclude cyber risks, and do not under-
stand how cyber coverage works or what triggers it.  

Prudent policyholders should carefully review 
sublimits, exclusions and provisions that seems un-

clear, such as language defining the scope of exclusions 
for damage to electronic equipment. Exclusions relating 
to employment practices, bodily injury and personal/
advertising injury ideally should not apply to data 
breaches that lead to such harm. Similarly, the cov-
ered geographic area should include those locations 
where the company stores data, and perhaps extend 
globally, given the reach of the internet. Additionally, 
as many in-house counsel and board members know, 
D&O policies provide “Side-A only” coverage that 
should not be eroded by corporate losses. Given the 
high monetary exposure, it would be unfortunate to 
have no “Side-A only” coverage for a data breach 
due to exclusions.

Without making sure a policy contains the ap-
propriate language, directors and officers risk find-
ing out they have insufficient coverage after a loss. Re-
cent case law suggests that coverage may pivot on the 
exact language of a policy, even under “traditional” 
policy language. The Travelers Indemnity Company 
of America v. Portal Healthcare Solutions, L.L.C., No. 
14-1944 (4th Cir. Mar. 24, 2016) (addressing coverage 
under a liability policy).

Shareholder and regulatory attention is becoming 
increasingly difficult to avoid as data breaches have 
taken center stage in the media. Directors and officers 
need to be mindful of the coverage, or gaps in cover-
age, their corporation may have. Taking stock now will 
greatly increase the chances of recovering insurance 
proceeds when they are needed, after a loss. 
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