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A ccording to a recent survey, about 30% of corporate general counsel 
believe their companies are unprepared to deal with a serious 
data breach. That’s an eye-opening figure that should cause 

in-house lawyers and risk managers to stop and think about their own 
company’s preparedness for such issues. While data security presents 
daunting challenges for most, there are basic steps that you can pursue 
to protect your company against the worst cyberperils. A smart blend of 
careful contracting, insurance coverage, due diligence and follow-up with 
employees can assist greatly in reducing the risks associated with data 
security breaches.

Risk Management
State attorneys general, the Federal Trade Commission, the Securities 

and Exchange Commission and, most recently, the president have all been 
vocal about the need to address cybersecurity issues. Regulators fully 
expect that businesses of all kinds will have assessed data security risks 
in detail — before an incident occurs. For example, the SEC has provided 
guidance to registrants as to what disclosure obligations they may face as 
a result of their cyberexposure. In relevant part, the SEC advises:

determining whether risk factor disclosure is required, we 
expect registrants to evaluate their cybersecurity risks and take 
into account all available relevant information, including prior 
cyber incidents and the severity and frequency of those inci-
dents. As part of this evaluation, registrants should consider 
the probability of cyber incidents occurring and the quantita-
tive and qualitative magnitude of those risks, including the 
potential costs and other consequences resulting from misap-
propriation of assets or sensitive information, corruption of 
data or operational disruption. In evaluating whether risk 
factor disclosure should be provided, registrants should also 
consider the adequacy of preventative actions taken to reduce 
cybersecurity risks in the context of the industry in which they 
operate and risks to that security, including threatened attacks 
of which they are aware.
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IRS Circular 230 Disclosure: To ensure compliance with requirements 
imposed by the IRS, we inform you that any U.S. federal tax advice 
contained in this communication (including any attachments) is not 
intended or written to be used, and cannot be used, for the purpose 
of (i) avoiding penalties under the Internal Revenue Code or (ii) 
promoting, marketing, or recommending to another party any 
transaction or matter addressed herein.
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Consistent with the Regulation S-K Item 503(c) requirements 
for risk factor disclosures generally, cybersecurity risk disclosure 
provided must adequately describe the nature of the material risks 
and specify how each risk affects the registrant. Registrants should 
not present risks that could apply to any issuer or any offering and 
should avoid generic risk factor disclosure. Depending on the regis-
trant’s particular facts and circumstances, and to the extent material, 
appropriate disclosures may include: 

•	 Discussion of aspects of the registrant’s business or operations 
that give rise to material cybersecurity risks and the potential 
costs and consequences.

•	 To the extent the registrant outsources functions that have 
material cybersecurity risks, description of those functions 
and how the registrant addresses those risks.

•	 Description of cyberincidents experienced by the registrant 
that are individually, or in the aggregate, material, including 
a description of the costs and other consequences.

•	 Risks related to cyberincidents that may remain undetected 
for an extended period.

•	 Description of relevant insurance coverage.

A registrant may need to disclose known or threatened cyberin-
cidents to place the discussion of cybersecurity risks in context. For 
example, if a registrant experienced a material cyberattack in which 
malware was embedded in its systems and customer data was 
compromised, it likely would not be sufficient for the registrant to 
disclose that there is a risk that such an attack may occur. Instead, as 
part of a broader discussion of malware or other similar attacks that 
pose a particular risk, the registrant may need to discuss the occur-
rence of the specific attack and its known and potential costs and 
other consequences. (See Division of Corporation Finance, Securities 
and Exchange Commission, CF Disclosure Guidance: Topic No. 2: 
Cybersecurity, Oct. 13, 2011.)

This very detailed guidance obviously presupposes that busi-
nesses already have made a comprehensive review and assessment 
of their cyber-exposures.

Whether dealing with threats associated with foreign government 
agents, computer hackers, or simply high-tech credit card thieves, 
regulators and law enforcement will not only expect that businesses 
are cognizant of the risks they face, but that they will also observe 
competent and diligent security procedures to safeguard electroni-
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cally captured information in order to mitigate the 
fall-out from a breach. Of course, your customers 
will expect this too. Thus, a cyberbreach response 
plan and a cyberbreach team to implement that 
plan must be constituted before an incident occurs. 
Developing the plan and building the team after 
an incident will be too late in most instances.

Below is a checklist of core requirements for 
protecting any organization’s computer systems 
as well as the data traveling through them:

1. In most instances, data needs to be 
encrypted — especially when dealing with 
guest account and personal information 
as well as certain categories of employee 
information.

2. Data security protocols must be estab-
lished for password protection, encryp-
tion, employee mobile devices (so-called 
“BYOD” policies), placement of data on 
thumb-drives/laptop hard drives and 
continuous employee training.

3. Data mapping is essential to know what 
data you have and on what systems that 
data resides.

4. Due diligence must be performed on any 
computer vendors you are considering 
using (for example, cloud computing firms).

5. Regular reminders to employees are impor-
tant to help ensure company-wide compli-
ance with security protocols.  

Contractual terms with computer vendors (like 
cloud firms) are important too. Cloud contracts 
should typically include provisions that:

•	 establish clear understandings and obliga-
tions for the prompt notice of a security 
breach (even if the breach affects other 
customers of the vendor);

•	 provide indemnification and hold harm-
less rights from the vendor firm;

•	 address issues of who pays for breach noti-
fication costs and forensic work if a breach 
does occur;

•	 address what insurance protection the vendor 
will maintain as well as additional insured 
status for the vendor’s customer(s); and

•	 mandate cooperation by the vendor with 
any law enforcement/regulatory investiga-
tion or process that the company may have 
to deal with in the aftermath of a breach.

Of course, since cloud-hosting vendors have 
many customers — all of whom may have data 
compromised in a single hacking event — you 
should consider the true value of any indemnity 
or additional insured status provided by a cloud 
vendor as part of your overall risk management 
strategy for cyber risks. In the event that the 
vendor loses many clients’ data to a hacker, it is 
very possible that its insurance and/or assets will 
be inadequate to address the losses and needs of 
all of the vendor’s affected customers.

Insurance Coverage
Businesses will also want to make sure that 

they have insurance coverage for any mishaps that 
occur in the course of their computing activities. 
There are now more options than ever to protect 
against cyber-losses via dedicated specialty insur-
ance.  Also, it is important to examine what 
coverage the business has under its traditional 
insurance policies and identify where potential 
coverage gaps might exist.  Make sure as well that 
coverage will be available (whether under cyber-
policies, business package policies, E&O policies 
or crime bonds/policies) when cloud computing 
services are used. Most insurance coverage can 
readily be adapted to expressly cover risks.  

As always, mind the fine print. Insurance 
companies often revel in contesting claims on the 
basis of hard-to-digest exclusionary language 
— which sadly, is not always located in the 
section of the policy entitled, “Exclusions.” It’s 
important both to use due diligence to avoid 
buying policies with the most broadly written 
exclusions, and to be prepared to push back if 
coverage is denied on the basis of overly broad 
interpretations of such exclusions.
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From the boardroom to the guestroom, Anderson Kill & Olick, P.C. combines legal experience and business insight to 
provide its clients with solutions for the unique issues faced by owners, operators and investors in the hospitality and 
lodging industry. Our attorneys understand the business and they deliver results to clients facing legal issues in insur-
ance coverage recovery, real estate and construction, bankruptcy, employment, executive compensation, litigation, 
corporate and finance. As counselors, we provide clients with a “first-line response” to legal issues, freeing our clients 
to focus on their business. For additional information, about the firm’s national Hospitality Industry Practice Group, 
please visit our web site at www.andersonkill.com or contact the group’s chairs:

David P. Bender Jr. Diana Shafter Gliedman
(805) 288-1300 or dbender@andersonkill.com (212) 278-1036 or dgliedman@andersonkill.com

ANDERSON KILL’S Hospitality Industry Practice Group


